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1. In general

1.1 General information

This “Occupational safety and environmental protection information for external
companies” forms an integral part of the contractual agreement and applies to all
German plants of the Gühring Group, Gühring KG, Dr. Gühring KG, SL-Werkzeuge,
Hollfelder-Gühring, G-Elit, KF Konrad Friedrichs and Stock. Please inform yourself
about the regulations which are relevant for your work before starting to work on our
premises. In accordance with the German Occupational Safety Act and DGUV (German
Statutory Accident Insurance) directive 1 § 2 (1) you have to issue instructions and
implement measures for the prevention of occupational accidents, occupational
diseases and work-related health risks as well as for an effective first aid that comply
with the provisions of the accident prevention regulations and the generally recognised
safety technology and occupational health regulations. If other legal regulations, in
particular occupational safety and environmental protection regulations, contain other
requirements, these provisions remain unaffected.
All necessary documentation can be viewed with the respective occupational safety
specialist.
Employees may only stay in those parts of the premises where they are working or
where an explicit order leads them to.

Private objects not necessary for work may not be brought or operated on the premises.
This includes among other things electric heating appliances, cameras/photographic
equipment, playback or recording devices, radio and television sets or other dangerous
or disturbing objects.

Taking photographs in the factory premises is strictly prohibited. The automatic fire
extinguishing systems can be triggered by flashlight. Damage caused by taking
photographs without permission are borne by the causer.

Files, drawings, documents, trace copies etc. may not be taken from the operating and
business premises, copied or disclosed to unauthorised recipients without the
permission of the management or of a person authorised by the management. To
protect company and personal property, checks can be arranged to extend to items
carried.

Any activity detrimental to operating peace, order and work purpose within the business
must be refrained from.

You are obligated to keep confidential all trade and business secrets for the duration of
your activity, as well as after it has ended.
Bringing and drinking alcohol or other intoxicating substances (drugs etc.) is prohibited.
(see working rule number 7,9)
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1.2 Sub-contractors

If the contractor intends to use sub-contractors for his services, they have to be named
in writing prior to or when awarding the contract and the use of these sub-contractors
must be approved or rejected by the principal.
The contractor is fully liable for the commissioned services carried out by his sub-
contractor.
The contractor has to convey the contents of this brochure to his sub-contractors and
monitoring and enforcing compliance.
There must always be at least one employee on site who speaks and writes the local
language.

1.3 Smoking ban

Smoking on the premises is completely prohibited.

Smoking is only permitted in the designated smoking areas.

This also applies for so-called E-cigarettes.

1.4 Access control

Entry to the business premises is via the gate (registration / deregistration
with contact person).

1.5 Coordinating the work

 To avoid hazardous interaction the by us appointed project leader (contact person or if
required coordinator) coordinates the work in accordance with the German
Occupational Safety Act § 8 and DGUV (German Statutory Accident Insurance)
directive 1 § 6 where appropriate taking into account concerns of plant safety,
occupational safety and other specialist departments. This project leader (coordinator)
is entitled to issue instructions. Measures ordered by this person must be adopted for
the duration of the work. The contact person appointed by you must be present in our
plant for the duration of the work. Prior to starting work / ending work he is obligated to
clock in / clock out with our project leader.

1.6 Testing equipment

If equipment has to be put in a trial operation without being able to apply the existing
regulations for a standard operation then proceed in accordance with DGUV (German
Statutory Accident Insurance) directive 1, § 21 and § 22.

1.7 Safety signs

Compliance with safety signs in our plants is mandatory (see attachment 5).
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1.8 Questions regarding occupational safety / environmental protection

If there are uncertainties regarding occupational safety and environmental protection
issues you can contact our occupational safety specialists. There accident prevention
regulations and other safety-related rules can be viewed.

1.9 Order and cleanliness at the deployment / construction site

Work areas have to be kept in an orderly, an in accordance with the work to be carried
out condition (at least swept clean in halls and outdoor areas, vacuumed in offices, if
work area not separated [dust protection wall]).
Work in traffic route areas must be cordoned off (warning tape, cones etc.) or
signposted.
Material is stored in such a way that it poses no danger to persons and the environment
(tripping, slipping…).
Larger material deliveries must be coordinated with the principal’s project leader
regarding scheduling, delivery location and storage location.

1.10 Building rubble and waste

The disposal in the principal containers requires written approval. As a rule, every
external company has to take its waste from the construction site.
Weighing slips must be submitted with the invoice.

1.11 Acceptance and Rapport

Any work carried out necessitates an acceptance. The acceptance is carried out by the
project leader or the principal’s deputy. Possible defects are documented on the “Status
sheet for house and building project defect list” (AN-U06-GBXX-00).
Reports must be countersigned by a responsible person of the principal. Reports
without signature cannot be accepted as a basis for invoicing.

1.12 Commissioning, function test, training

Systems and technical equipment in the building must be handed over ready for
operation. Commissioning is to be documented in an acceptance record.
For technical equipment, training of the principal’s employees is required.
The training must be documented (record with signatures of the participants).
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1.13 Personal protective equipment  (PPE)

You and your employees are obligated to observe the respective mandatory signs
and to wear the necessary personal protective equipment.
This is safety shoes at all locations and hearing protection in all marked areas etc..
In explosion-proof areas anti-static safety footwear (ESD) must be worn.
Personal protective equipment must be provided by the contractor / principal.

1.14 Factory traffic

The road traffic regulations apply in our plants. Please pay attention to the traffic signs.
On factory premises the max. 10 kph walking speed applies. Vehicles participating in
the in-house traffic, as for example cranes, forklifts, mobile lifting devices may only be
driven / operated by persons authorised by their company in writing. They must be
appropriately trained and have proven their driving skills. The driving licence must be
carried on the person and shown when checked. Being a passenger on vehicles
without a seat is prohibited.

1.15 Concluding the work

Following the conclusion of work to buildings, systems and machines a final inspection
must be carried out. Here particular attention must be paid that affected safety-related
equipment functions properly again.
All leftover parts - waste pieces (material, screws, rivets, bowls or drink bottles) – must
be removed. Waste disposal must take place in accordance with the corresponding
regulations, i.e. waste containg oil such as cleaning rags must be collected separately
and treated and disposed as special waste.

2. Construction and assembly work

2.1 Ladders and scaffolding

Ladders and scaffolding must comply with the valid regulations and standards and
may only be used for their intended purpose. Ladders must undergo an annual
inspection and have an inspection tag attached.
The use of single ladders increases the hazard risk. At G-Elit single ladders may only
be used with written permission. Please clarify this beforehand. Minimum requirement
for the permission is securing the ladder against slipping and tipping over.
Modifications to scaffolding may only be carried out by an authorised
company/institution. Only flawless scaffolding material may be used. All scaffolding
and lifting platforms in excess of 1.00 m above floor level must have guard rails,
intermediate rails and toe boards. Stability of mobile scaffolding must be ensured
through a sufficient ratio of width: Height of maximum 1 : 3 outside and 1 : 4 inside.
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It must not be moved while anybody is on it.

Rollers and stabilisers must be locked before use. Activities on scaffolding are
prohibited while work is carried out underneath. In such case it should be discussed
with the principal when such work can be carried out. Exceptions to the above
prohibition are completely closed scaffolding surfaces. Scaffolding, ladders and lifting
platforms on construction sites must bear the name clearly legible of the proprietor.
Advertising posters require the written permission of the project leader and must be
stable and must also withstand extreme weather conditions.

2.2 Floor conveyors and lifting equipment

Forklifts and lifting platforms must have been tested and may only be used by trained and
authorised employees (forklift licence, training etc.).

2.3 Roofing work

Roofs without a weight-bearing roof cladding i.e. glass roofs, fibre cement corrugated
roofs may only be walked on using running boards due to the risk of breaking through.
Workers must be secured against falling off the roof edges i.e. on flat roofs, skylights,
smoke and heat ventilation systems etc.. When using PPE on securants only tested
and approved straps with fall arrest devices, fall impact absorbers etc, must be
applied. Workers must be instructed on wearing PPE. To secure the work a second
person must always be present that can provide assistance in an emergency. For
prolonged work on the roof, technical protection measures such as railings / nets or
protective scaffolds are to be preferred to PPE.

2.4 Excavation work

Prior to starting excavation work the executing company must obtain information on
the position of live electric cables, water, gas and oxygen pipelines etc. from the
responsible utility company as well as internally from the responsible project leader
(principal). Trenches must be dug in accordance with accident prevention regulations.
For example, trenches from 1.25 m to 1.75 m must be sloped and deeper trenches
require shoring. All trenches near transport routes must be secured with fixed barriers.
Instructions from the project leader (principal) must be complied with.

2.5 Dangerous unaccompanied work

As a rule, dangerous unaccompanied work is to be avoided. If however, due to a case
of emergency or in an exception case dangerous work is carried out by one person
alone then you have to ensure the monitoring through suitable measures such as, for
example, multiple spot checks, notification system in accordance with DGUV (German
Statutory Accident Insurance) directive 1, §8.
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2.6 Working in tight spaces

Work in containers or tight spaces must be coordinated with the responsible project
leader (principal). An appropriate permit is required or possibly operating instructions.
In tight spaces with increased electrical risk only herefore approved electrical
equipment may be applied. Ventilation with oxygen is prohibited.

2.7 Working in the travel area of cranes

When working in the travel area of cranes the responsible project leader (principal)
must be informed of the type and scope of the work. Work may only start after the
work area is secured (i.e. locking the main switch of the crane, mechanical end stops)
in coordination with the responsible project leader.

2.8 Working on pressure equipment

If safety-relevant work is to be carried out on pressure equipment such as, for example,
press pressure vessels, sinter plants, then herefore named employees of the
manufacturer are to be preferred.
As a rule, welding work may only be carried out with a valid welding certificate for
pressure vessels. Following welding work a renewed acceptance is required by a ZÜS
i.e. DEKRA, TÜV etc. in accordance with BetrSichV section 4 Pressure equipment.
The acceptance must be coordinated between the contractor and the operator.

Prior to execution the permit for work involving an increased fire risk must be completed
in accordance with point 3.1.

2.9 Noise

The UVV (accident prevention regulations) Noise (noise vibrations occupational safety
regulations) apply when dealing with noise. Only low-noise equipment or procedures
may be applied. If unavoidable noise pollution or noise hazards (>80 dB(A)) occur
during the work, you (contractor) must inform us in good time so that suitable
measures (i.e. suitable working hours and the use of personal protective equipment)
can be determined.
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3. Fire protection

3.1 Work involving an increased risk of fire (welding, brazing and soldering, flame
cutting)

If in the course of work to be carried out by you the handling of open fire (welding,
brazing and soldering, flame cutting, parting-off (angle grinding) and similar or other work
posing a fire risk) is necessary, the permit for work involving an increased fire risk (fire
permit AN-VA-19-BRS-01-04) completed by the project / cost centre manager must be
approved by the fire prevention officer / cost centre manager and the prescribed
measures carried out prior to starting the work.
Fire extinguishers must always be close at hand for all work involving an increased risk
of fire. The required, for this suitable and tested fire extinguishers (foam extinguishers or
CO2 extinguishers) must be brought by the contractor. Powder extinguishers are only
permissible when other extinguishers are unsuitable. The fire extinguishers are to be
positioned in the working area, maximum distance 10 m. Prior to stating work, always
check where the next fire extinguisher / telephone is located.

ASR A2.2 fire preventio measures, point 8(2) and 8(3) must be complied with.
Fire doors may only be held open to walk through or for the imminent transportation of
material and equipment. Wedging or tying etc. is prohibited!
It is paramount to observe the in-plant regulations!

3.2 Fire alarm system

A fire alarm system is installed in many buildings. Prior to starting work the principal and
facilities engineering department must be consulted whether a false alarm can be
triggered by the work.
If necessary a detection line must be taken out of operation by an authorised employee
of the principal. Following conclusion of the work, the detectors must be put into
operation again. The procedure must be documented in the log book of the fire alarm
system. The contractor must notify the project leader of the conclusion of the work

3.3 Fire alarm

If in the event of a fire breaking out attempts to extinguish the fire are unsuccessful, the
fire brigade must be called from the next telephone – in accordance with the emergency
plan.
Therefore, always check where the next reporting possibility is located prior to starting
work.
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3.4 Working in areas with risk of explosion

Work involving an increased risk of fire in areas with risk of explosion require a special
agreement. The safety measures for work in areas with risk of explosion must be
separately coordinated with the project leader (coordinator) in cooperaton with the fire
prevention officer. It may only be carried out with written consent and an Ex-permit (AN-
VA-19-EXS-01-01)
Areas with risk of explosion are expressly marked and exist in the carbide plants (Berlin
/ Kulmbach / Thurnau) i.e. in the hydrogen plant and the powder preparation areas
(Ex-hazardous substances: Isohexane or acetone, carbide dust).

3.5 Wall breakthroughs – fire-resistant sealing

Should during cable routing (electrical or other media transporting lines or pipes etc.)
wall breakthroughs become necessary, you have to coordinate this with the principal
(coordinator). Following the cable routing, the wall breakthroughs must be properly
(according to the state of the art) closed up again.
With fire protection walls it has to be carried out with systems approved by the building
authorities, so-called fire bulkheads. The installation of fire bulkheads must be carried out
immediately or immediately commissioned if outsourced. Openings must be provisionally
secured against fire breakthrough. The executing company bears the responsibility.
In case of queries please contact the responsible fire prevention officer or the
occupational safety specialist.

4. Handling hazardous substances

4.1 Hazard warnings

The handling of hazardous substances is regulated by the Ordinance on Hazardous
Substabces. Attention should be paid to the respective hazard warnings and safety
advice especially when storing, transferring, processing and disposing of. If you have
further questions on this topic please contact the occupational safety specialist.
Additional applicable precautions for carbide plants are described in the attachments 6 to
7 “Additional instructions for carbide plants”.
The operating instruction (attachment 6) corresponds with the update status of this
brochure; in the case of a subsequent amendment you will be informed on site.

4.2 Sewerage system

Hazardous substances and water-endangering substances (i.e. paint and lacquer
residues, solvents, oil) must not in any circumstances entert he sewerage system. When
handling these substances attention must be paid that leakages or spillages are
immediately picked-up and disposed of correctly. The legal requirements regarding
recycling and disposal must be complied with.
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4.3 Activities involving asbestos

When working on or with asbestos-containing materials the relevant regulations for the
prevention of fine asbestos dust must be observed (GefStoffV, TRGS 517, TRGS 519,
asbestos-containing dust DGUV information 240-012, ZH 1/600.1.2).

The use of asbestos-containing materials is strictly prohibited. Should in individual
cases a substitution of asbestos-containing materials with asbestos-free materials not be
possible, it has to be agreed with the responsible project leader (principal).

5. Electrical installations

5.1 Working near current carrying installations

In any case where work is to be carried out near current carrying installations or
equipment, the responsible project leader and the qualified electrician of the pricipal
must be engaged. They decide on the appropriate measures.
Switching off the electric current must be applied for well in advance so appropriate
arrangements with the production sites can be made in time. Switching the power off
and on or assembly or disassembly of protectors may only be carried out by a
qualified electrician or a person commissioned by the qualified electrician.
Unauthorised activities are prohibited on all electrical installations. Electrical equipment
may only be used in conjunction with an FI circuit breaker, an approved building-site
distribution board or via approved plug adapters. Attention must be paid that electrical
equipment is in a proper working condition. Especially the statutory safety inspections
must be carried out by the due date and it must be ensured the next inspection date is
not exceeded.

5.2 Electrical connections

Electrical connections to our plant network may only be carried out by our electrical
department or by a person commissioned by a qualified electrician.
Electrical building-site distribution boards used by you must be built in compliance with
VDE 0612 and in a proper working condition. The fault-current circuit breakers (FI) must
be checked and documented by the contractor by activating the test device each working
day.

5.3 Acceptance and release of electrical work

Without acceptance by a qualified electrician or by a person of the principal
commissioned by a qualified electrician, the electrical installation must not be released
for use.
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If an system is operated without release of a qualified electrician and it results in
damage, the contractor or the installer remains fully liable without any time-limit.

6. Machines, tools, equipment

6.1 Plant-owned installations

The use of plant-owned installations, machines, materials etc, is only permitted if
approved by the responsible principal who monitors the commission. Furhtermore, it
needs to be clarified with the respective operational superior.

6.2 Equipment of external companies

Your tools, machines, vehicles and equipment must be designed and operated in
accordance with the applicable regulations and standards. Particular attention must be
paid the legally required inspections are carried out and documented (DGUV (German
Statutory Accident Insurance) directive 3 – mobile installations, containers, ladders
etc.). Electrical appliances may only be connected to the building installation subject to
the use of fault-current circuit breakers - PRCD-S or without PRCD-S only to approved
building-site distribution boards.

PRCD-S

6.3 Autogenic welding equipment

Acetylene and oxygen cylinders must be secured against falling over. When
withdrawing gas from horizontal acetylene cylinders, the cylinder valve must be
positioned at least 40 cm higher then the clyinder base.
Oxygen fittings, pipelines and seals must not come into contact with grease, glycerine
or oil (risk of explosion).
Mobile welding equipment must have return prevention according to regulations.
Return prevention must be tested (annually).

6.4 Electric welders

With electric welders attention must be paid to sufficient insulation on the primary
and secondary side.
The earth cable must lead to the place of work so stray welding currents that
destroy the earthing system of our machines and systems are avoided.
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6.5 Grinding and cutting-off machines

When working with grinding and cutting-off machines the principal’s fire prevention officer
has to be informed beforehand and the appropriate permission obtained as is the case
for work involving an increased risk of fire and for working on heated bitumen boilers
(see point 3.1).

6.6 Bitumen boilers

The use of gas and otherwise heated bitumen boilers on the roof surfaces of the factory
building as well as on the rest of the factory premises is strictly prohibited. When such
work has to take place, the approval of the fire protection department must be obtained
beforehand and it is imperative the fire permit is completed (see point 3.1).

6.7 Identification

The affiliation of deployed employees to the respective external company must be clearly
identifiable (i.e. through appropriate work clothing with name identification or a visible
name tag).
Likewise tools, machines, vehicles and other equipment must be clearly identifiable as
property oft he external company.

7. Conduct in case of danger (accident, fire)

Should you or one of your employees be involved in an accident, our first-aiders /
emergency response officers are of course available.
If necessary, alert external emergency responders as described in the emergency plan
(see attachment / notices on-site).



  Attachment 1:
Example of emergency plan for accident / fire as well as chemicals and
leaking liquids



Attachment 2:

Permit for work involving increased risk of fire / hazardous areas (AN-VA-19-BRS-01-04)



Attachment 2:

Permit for carrying out work in Ex area (AN-VA-19-EXS-01-01)



Attachment 3:

Prevent fires (AN-VA-19-BRS-01-01)



Attachment 4:

Escape and rescue plan



Attachment 5:

Safety signs (prohibition, warning, mandatory and rescue signs)

Prohibition signs

No access for unauthorised persons        No pedestrians                              Do not drink

   No smoking             No open flame No set down or storage

Warning signs

       Danger acid Danger flammable
materials

Danger explosive
atmosphere

Danger explosive
materials

Danger toxic substances      Caution laser beams

Warning magnetic field Warning of dangerous
electrical voltage

Warning of radioactive
substances or ionising

radiation



Attachment 5:

Safety signs (prohibition, warning, mandatory and rescue signs)

Mandatory signs

Wear eye protection Wear respiratory protection Wear head protection

Wear hearing protection Wear hand protection Wear foot protection

Rescue signs

Emergency exit Escape route / emergency exit Escape route / emergency exit

First aid       Direction to first aid Emergency phone

 Stretcher Emergency shower         Eye watch unit



Attachment 6:

Additional information for carbide plants
(G-ELIT Berlin / KF Kulmbach / KF Thurnau)

Some additional regulations apply in carbide plants due to other materials and other
apparatuses.

Only carbide plant employees are permitted to handle carbide powder and carbide
formed components. Should in the execution of the order carbide powder or carbide
formed components impede or possibly be damaged, the principal’s contact person
(coordinator) must be informed for the prevention of danger.

Carbide dust is not be swept or whirled up, but only be picked up with herefore designed
vacuums with class H filters. If there is a possibility of you coming into contact with
carbide dust deposits you can obtain the operating instruction “Carbide mixture” from
our contact person / coordinator. Should hands be contaminated with carbide dust they
must be thoroughly cleaned before food intake or smoking.

Gases and flammable liquids are not dangerous as long as they are enclosed in
herefore intended technical installations. Depending on the type the following dangers
can arise from accidental escape of gas or leakage of flammable liquids:

 Dangers through excessive pressure
      (direct impact of a gas jet or whip effect),
 Risk of freezing through cryogenic gases,
 Risk of suffocation through oxygen deficiency,
 Danger of poisoning,
 Fire and explosion risk.

There is a risk of fire when gas installations or gas containers are heated by an outside
fire. This also applies to cyrogenic liquefied gas enclosed in pipelines.
To prevent these dangers, the contractor’s employees are prohibited to activate fittings,
switches etc.. If it is required due to the work order, it must be verifiably agreed with the
coordinator. When a hazard is detected, the principal’s contact person must immediately
be informed and if necessary measures arranged that must be taken in the event of
accidents or fire.

The emergency plan as well as escape and rescue plans can be found in all
departments – please inform yourself prior to starting work.

Please also pay attention to the operating instructions on the notice board.

Inform yourself in advance regarding the conduct in potentially explosive atmospheres.



Attachment 7:

G-ELIT alarm system ISOHEXAN

Location: Powder preparation G-Elit – alarm signaling

* Entrance to main hallway

* Entrance to powder storage

* Weighing room / control room

* Attritor room with spray tower

-   Warning light illuminates at 30% LEL (lower explosion limit), when the value
falls the light automatically goes out – Attention pre-alarm at 40% - see below.

- Siren sounds at 40% LEL – self-holding – must be cancelled in the
control room in the powder preparation department.

- When siren sounds there is an increased danger of explosion – room
should not be entered, however, under no circumstances must the room be
entered with forklifts or other equipment that could trigger electric sparks, as
for example, mobile phones.

- If the siren sounds an employee is already in the powder preparation area
with an electric forklift then he must stop using it immediately. Contrary to an
old requirement it is not to be switched-off!



Attachment 8:
  Hazardous substance operating instruction carbide mixtures of carbide plants



Anttachment 9:

IT safety guideline for external service providers

1. Hard- and software management
1.1 User management
When granting rights to you or your employees the principal grants only a small and clearly
described group of persons access and ensures a restrictive allocation of rights. The
award of access rights must be applied for in writing with the IT department by the project
leader of the principal. The principal reserves the right to withdraw the issued use
permission and access rights again.
Lending, passing on or similar of user rights, user identification etc. is strictly prohibited.
The PIN / password must be kept confidential.

1.2 Hard- and software of the principal
The use of the principal’s hard- and/or software by you or your employees is only permitted
following approval by the principal. Related requests must be submitted to the IT
department of the principal.
This also includes the utilisation and processing of the principal’s data necessary for
completing the order.
Equipment provided must be handled correctly and protected against loss. In the event of
loss of user identifications, IT equipment or other granted rights provided for the
completion of the task the principal must be notified without delay.

1.3 Hard- and software of the service provider
When the principal’s data is processed on your IT equipment you must guarantee the
principal’s data is separated from the data of other customers.
Your equipment applied with the principal must meet, be designed and operated according
to the applicable regulations and standards. Particular attention must be paid that the
legally required inspections are carried out and documented.
The hard- and software applied by you must correspond to the current state of the art.
It must be ensured that IT equipment you use and bring with you has a current version of
virus protection software and regular updates are carried out.
You must ensure the software used is provided with current security patches and updates.



2. Service provision
2.1 The use of the Internet and communications infrastructure
All accesses to the internet and the communication infrastructure are logged by the
principal’s IT department for diagnostic and security purposes.
If you are granted access to the internet and e-mail, the use of these services is
exclusively permitted for business purposes.

2.2 Network
Access to the network is only possible upon prior request and approval by the principal’s IT
department.

2.3 Remote maintenance
Local access to the network of the principal is always preferable. Remote access is only
possible upon prior request and approval by the principal’s IT department.
VPN access is created only time-limited and only for named users. The use of collection
users or the passing on of access data is strictly forbidden. VPN access is awarded
following request and approval by the principal’s IT department. You / your employees
have to sign a separate non-disclosure agreement before the access data for VPN is
issued. Accesses are logged by the principal’s IT department for diagnostic and security
purposes.

2.4 Conclusion of service provision
If you or your employees have been issued IT equipment, data carriers, user ID’s or
system logons by the principal to provide the service they must be immediately returned to
the principal or authorisations blocked upon termination of the employment contract or in
the event of staff changes. Notification and information obligations must be fulfilled by you.
Data of the principal made available to you or you have generated through your work to
provide the service must be returned to the principal or deleted upon termination of the
employment contract.

3. Dealing with technical disruptions
The project leader of the principal must be informed of disruptions or IT security incidents.
Incidents must be reported immediately.



4. Access to areas with sensitive IT Infrastructure
The access to areas with sensitive IT infrastructure, i.e. server rooms, is only permitted to
authorised personal. Activities in sensitive areas with IT infrastructure are only allowed
under supervision.
You are responsible for all the work carried out and for the possible consequences. You
are only authorised to undertake activities in the framework of the work order.
Only equipment necessary to undertake activities in the framework of the work order can
be taken in the areas. Third-party equipment may only be included in the power circuit if
agreed with the principal’s project leader.
Attachment 10 of this directive shall additionally apply for activities in the computer centre
as well as in the telco room at the Albstadt Herderstraße and Albstadt Hahnstraße
locations.



Data protection

The processing of personal data is only permissible within the framework of the
principles of the EU General Data Protection Regulation (GDPR) for the processing of
personal data (Art. 5 para. 1 GDPR) and essentially includes the following obligations:

Personal data must

i. be processed lawfully, fairly, and in a transparent manner for the data subject
("lawfulness, fairness, transparency");

ii. be collected for specified, explicit, and legitimate purposes and not further
processed in a manner that is incompatible with those purposes ("purpose
limitation");

iii. be adequate, relevant, and limited to what is necessary in relation to the
purposes for which they are processed ("data minimization");

iv. be accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having regard
to the purposes for which they are processed, are erased or rectified without
delay ("accuracy");

v. be kept in a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the personal data are processed
("storage limitation");

vi. be processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorized or unlawful processing and
against accidental loss, destruction, or damage, using appropriate technical or
organizational measures ("integrity and confidentiality").

Violations of these obligations can be punished with fines and/or imprisonment. A
violation may also constitute a breach of employment contract obligations or specific
confidentiality obligations as provided for in Art. 28 (3) lit. B GDPR. Also, (civil) claims
for damages may arise from culpable violations of these obligations.

You will oblige your employees in connection with the work to be carried out by us in
writing to maintain data secrecy in accordance with the GDPR, to ensure the security
of information and information processing systems to which they have access at
Gühring, and to comply with the valid IT security policy for external service providers
at Gühring (see Appendix 9).
You will also obligate your employees to maintain confidentiality of any information
transmitted by Gühring or disclosed in connection with working at Gühring (unless
publicly accessible), whether designated as confidential or not.

These obligations must continue to exist even after the work at Gühring has ended or
upon termination of the employment relationship with you. You will also impose the
same obligations on any subcontractors you employ, if applicable.



Business, mail, and data secrecy, and information security

Confidentiality must be maintained regarding internal matters of the company and
personal affairs of employees*. This obligation continues even after the termination of
the contractual relationship and applies to temporary workers, employees of external
companies, and freelance workers, also towards their employers.

Taking or removing company items or business documents of any kind requires
approval from the responsible supervisor.

Making copies or excerpts of "confidential" or "strictly confidential" documents is
generally not permitted. Sealed, personally addressed mailings marked as "personal,"
"confidential," or "strictly confidential" must generally not be opened by other
individuals.

Every employee with access to company data processing systems is obliged to
familiarize themselves with the currently valid information security guidelines and
adhere to them.

External computers are generally not allowed to be connected to the Gühring
network. Exceptions are possible only in consultation with and upon approval from
the IT department.

At the end of work and during extended absence from the workplace, documents,
files, notebooks, and other mobile work tools must be stored in cabinets or desks and
locked. The PC must be protected against unauthorized access, and password usage
is mandatory.



Attachment 10:
  Poster “Working in secure areas” computer centre as well as telco room

(AN-VA-19-BRS-01-12)



Attachment 11:

Energy management

All German Guhring Group locations operate an energy management system.

They are required to responsibly manage energy provided by us and utilise it as energy-
efficient as possible. Avoid wastage i.e. by timely turning off lights, heating, water,
compressed air or tools.

Services or work on buildings, machines or installations that may have an impact on
energy consumption must be agreed with the principal prior to the order being awarded
so the impact on energy efficiency can be assessed. The aim is to reduce energy
consumption as far as this is economically viable. Service providers or external
companies that through their action have an impact on energy consumption of the
principal must only use trained personnel to do this.

Changes to energy management systems in the area of energy supply (energy input,
low-voltage main distribution board and further sub or main distributions) require
agreement and approval of the principal.

Should you have suggestions how we can increase our energy efficiency we will be glad
to hear from you. If you have any questions please contact your contact person
responsible for the project.



Attachment 12:
Confirmation of external company form (AN-VA-19-UM-06-FFB-01-02)



Attachment 13:

Confirmation of instructions by external company coordinator and the external
company (AN-VA-19-UM-06-FFB-01-03)


